NuapopManinoHHada NaMATKA AJI9 00yJIaIOUIUXC

C KaXbIM TOZIOM MOJIOJIEIKU B MHTEPHETE CTAHOBUTCS OOJIBINE, a IIKOJIBHUKW OJHU U3
caMbIX aKTUBHBIX ITOJIb30BaTesied PyHera. Mexay TeM, HOMIMO OTPOMHOTO KOJITYeCTBa
BO3MO’KHOCTEH, MHTEPHET HECET U MPO0JIeMbl. DTa IaMATKa JOI’KHA IIOMOYb Tebe
0e301acHO HaXOUThCS B CETH.

KoMnbrorepHble BUPYChI

KomnploTepHBIli BHpPyC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJIMYUTEBHOU OCOOEHHOCTBIO KOTOPOU fABJISAETCA CIIOCOOHOCTh K pa3MHOXKeHUIo. B
JIONIOJTHEHNE K 3TOMY, BUPYChI MOTYT IIOBPEJUTh WM IOJHOCTHIO YHUYTOXKUTH BCE
daiisibl ¥ faHHBIE, MOJKOHTPOJIbHBIE IIOJIB30BATENI0, OT HUMEHH KOTOpOro ObLia
3alyleHa 3apakeHHasd IporpaMMa, a TakKyKe IOBPeAUTh WIH Ja)ke YHUYTOXUTH
OIIEPAIlMOHHYI0 CHCTEMY CO BceMHu daiaMu B IeJIoM. B OOJBIIMHCTBE C/Iy4aeB
pacIpoCTPaHAIOTCA BUPYCHI Uepe3 UHTEPHET.

MeTozbl 3a1IUTHI OT BPEJJOHOCHBIX IPOIPAMM

1. Mcnionib3yii cOBpeMeHHbIe OlepalliOHHbIe CUCTEMBI, UMEIOIUe Cephe3HbI YPOBEHD
3aIUTHI OT BPEIOHOCHBIX IIPOTPAMM,

2. TlocrosaHHO ycTaHaBiuBail mautu (1udpoBble 3aIJIATKH, KOTOPble aBTOMAaTHUYECKU
YCTAHABJIMBAIOTCA C IEJIbI0 J0PAOOTKH IPOTrpaMMbI) U JPyrHe OOHOBJIEHUS CBOEH
omnepanyoHHOU cucteMbl. CkauuBayl UX TOJIBKO ¢ OGUIIUATIBHOTO caiiTa pa3paboTynka
OC. Ecnu cymiecTByeT peKUM aBTOMaTHUeCKOT0 0OHOBJIEHN S, BKJIIOUH €ro;

3. PaboTaii Ha cBoeM KOMIIbIOTEPE I10/] IpaBaMU I0JIb30BaTesisd, a He a/IMUHUCTPATOPA.
OTO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAMM MHCTAJIMPOBATHCSA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Vlciosib3yll aHTUBUPYCHBIE IPOTrPAMMHbIE TPOAYKTHI U3BECTHBIX IIPOU3BOIUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpaanub pU3NUECKUU IOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Vcnosp3yil BHellIHHe HOCUTeNN UHpOpMaIuy, Takue Kak QJienka, AUCK uiu ¢aiin
W3 UHTEPHEeTA, TOJIbKO U3 NIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBali KOMIbIOTepHBIE (ailibl, MOJydeHHble U3 HEHA/IEKHBIX UCTOYHUKOB.
Haxxe Te ailyibl, KOTOPbIE IPHUCJIAI TBOU 3HAKOMBIN. Jlydllle yTOUHH y HEro, OTIPaBJIsI
Ji1 OH Tebe Hx.

Certuu WI-FI

Wi-Fi - 5T0 He BUJ Ilepefayd JIAHHBIX, HE TEXHOJIOTHU, a BCETO JIMIIL OpeH/, MapKa.
Eme B 1991 roxy HujepsaHackas KOMIIAHUA 3aperucrpuponaina 6penz "WECA", uro
obo3Hayasio cimoBocoueranue “Wireless Fidelity", xoropbelii mepeBOIUTCSA Kak
"GecrpoBOAHAS TOUHOCTD" .

Jlo Hamiero BpeMeHHU JouUIAa Apyras abOpeBHaTypa, KOTOpasl SBJISETCA TaKOH IKe
TexHoJIoTHer. To abbpeBuarypa "Wi-Fi". Takoe HazBaHue OBUIO JAHO C HAMEKOM Ha
CTaHAAPT BBICIIEH 3BYKOBOW TexHUKHU Hi-Fi, 4TO B mepeBojie 0O3HA4YaeT ''BBICOKAs
TOYHOCTD'".



Jla, becriaTHBIM MHTEPHET-ZOCTYII B Kade, OTeIAX U adPOIOPTax SBJAETCS OTIMYHOU
BO3MOJKHOCTBIO BBIXO/Ia B UHTepHeT. HO MHOrme 3KCHEPThI CYUTAIOT, YTO
obmenocrymabie Wi-Fi ceTu He ABIAIOTCA 6€30MMaCHBIMU.

CoseTsl 110 6e301macHOCTH paboTHI B 001eZIOCTYIHBIX ceTax Wi-fi:

1. He mepepaBaii cBowo JiMuHyi0 MHGopMmanuioo uepe3 obmiemoctynHble Wi-Fi ceTn.
Pabotas B HUX, KeJIaTeJIbHO He BBOAUTH IAPOJIU JOCTYIA, JIOTUHBI U KaKUe-TO HOMepa;

2. Vcnionb3yit 1 OOHOBJIAN aHTUBUPYCHBIE MPOrPaMMBbI U GpanimMayep. Tem camMbIM ThI
obe3omnacuIlb ceds OT 3aKAYKU BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu wucnonszoBanuu Wi-Fi otkimoun dysakinuio "OOmuil moctyn k ¢aiam u
npuHrepam”. JlamHada QyHKOUA 3aKpbhITa IO YMOJIYAHUIO, OJHAKO HEKOTOpbIE
II0JIb30BATEIN aKTUBUPYIOT ee JJis y/100CTBa UCIIOIb30BAHUA B paboTe 1in yuebe;

4. He ucnonb3yi nybsmunasiii WI-FI 14 nmepeziaum JIMYHBIX TAHHBIX, HAIPUMED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Wcnonp3y#l TOJIBKO 3amuliieHHoe coefinHeHue uepe3 HTTPS, a e HTTP, T.e. ipu
Habope BeO-azpeca BBoaU nMeHHO "https://";

6. B wmobunbHOM TesedoHe oTkiatoun ¢GyHKnuio “lloaxsmouenne k - Wi-Fi
aBromaruuecku”. He siomyckail aBTOMaTH4ecKOro MOAKIIOUEHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOerO corsacusi.

ConmuasibHbBIE CeTH

CormuanbHble CeTH aKTHUBHO BXOJIAAT B HAIILy >KMU3Hb, MHOTHE JIION PAbOTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTUAP/, YEJIOBEK, UTO SIBJISETCS
OZIHOHM CEeIbMOU BCEX >KHUTejeH IUIaHeThbl. MHOTHe II0JIb30BaTeJd He IIOHMMAIOT, YTO
nHpopManus, pa3MellleHHAasd WUMH B COIMAJIBHBIX CETSAX, MOXKET OBbITh HaW/ieHa u
HCIIOJIb30BaHa KEM YTOJHO, B TOM YHCJIe He 00s13aTeIbHO ¢ O6J1aruMu HaMepeHUsIMU.

OcHOBHBIE COBETHI IO OE€30ACHOCTHU B COIIMAJIBHBIX CETX:

1. OrpaHuYb CIIHUCOK Jpy3ed. Y TeOsA B APY3bsAX HE JOJ/KHO OBITh CIIyYalHBIX H
HEe3HAKOMBIX JIIOJEH;

2. 3amminai cBOlO 4acTHYIO ku3Hb. He ykasbiBail maposu, TesnedOHBI, ajpeca, JaTy
TBOETO POXKJAEHUA U /APYIYI0 JIMYHYI HHOOPMANUIO. 3JIOyMBIIUIEHHUKA MOTYT
HUCIOJIb30BaTh Jake MH(POPMAIUI0 O TOM, KaK Tbl U TBOU POJAUTENH ILJIAHUDPYeTe
IIPOBECTU KAHUKYJIBI,

3. 3amumiai cBOIO peryTaIuo - EPKU ee B YHCTOTE U 3a71aBail cebe BOIPOC: XOTe Obl
ThI, YTOOBI IPYTHE TTOJTH30BATENH BUJIENIH, UYTO ThHI 3arpy:kaemns? [Togymaii, npexe yem
YTO-TO OITyOJINKOBAThH, HAIIUCATH U 3aTPy3UTh;

4. Eciu Thl TOBOPUIIB C JIIOJIbMU, KOTOPBIX He 3HAellb, He UCIIOJIb3YH CBOe peayibHOe
UM U JIPYTYIO JINYHYI0 UHPOPMAIU: UM, MeCTO KUTeJIbCTBA, MECTO Y4eObl U IIpPOoYee;

5. N36erait pasmerenus ¢pororpaduii B IHTepHETE, rie Thl N300paskeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIpeJIeJINTh TBOE MECTOIOJIOKEHNE;

6. [Ipu perucrpaiuu B COIMIBHOU CeTH HEOOXOAMMO UCIIOIb30BATh CJIOKHBIE TIAPOJIH,
cocrosye u3 OyKB U Iudp U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;



7. [I7a conuasbHOM CceTH, MOUTHI U APYTUX CAUTOB HEOOXO/IUMO HCIOJIb30BaTh Pa3HbIE
naposu. Torga ecyu Teb6s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKY MOJIyYaT JAOCTYII TOJIBKO K
OJIHOMY MecTy, a He BO Bce cpaay.

AJIEeKTPOHHBIE IEeHbI'!

DJIeKTPOHHBIE JIEHBI'M - 3TO O4YeHb Y/IOOHBIN cIocob IlaTexked, OHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYIUTh STH JEHBIH.

SJ'IGKTpOHHbIe J€HbI' IIOABHUJIMCHh COBCEM HE€JAaBHO M MMEHHO HN3-3a 3TOI'O BO MHOTHX
rocygapCTBax O CHX IIOP HE IIPOIIKCAHO IIPO HHUX B 3aKOHAaX.

B Poccum xe oHU (GYHKIMOHHPYIOT M O HHX YK€ MPOIMCAHO B 3aKOHE, TJle HX
Pa3AesAI0T Ha HECKOJIBKO BU/IOB - aHOHMMHbBIE 1 He aHOHUMHBIE. Pa3HUIIA B TOM, UTO
QHOHUMHBIE - BTO Te, B KOTOPBIX pa3pelaeTcs IPOBOAUTH olepanun 0e3
UIeHTU(PUKATINY TI0JIb30BaTessI, & B HEAHOHUMHBIX HJIEHTUMUKAIUA T0JIb30BaTEJIA
ABJIIEeTCS 00s13aTEIbHOM.

Taxke cienyer pasjinyaTh 3J€KTPOHHBIE (pUATHBIE AeHbI'M (PaBHBI IOCYyJapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIe He(uaTHbIE JIeHbI'N (He PaBHBI TOCYaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 Oe301acHO paboTe ¢ 3/IEKTPOHHBIMU JIeHbraMU:

1. [IpuBsku K cueTy MOOUJIBbHBIN TesedoH. DTO caMblil yZOOHBIN U OBICTPHIN CIIOCOO
BOCCTAHOBUTb JIOCTYI K cueTy. [IpuBsA3aHHbBIN TesleOH IOMOXKET, ecIu 3a0yAelb CBOU
IUIATEKHBIN [TapOJIb UJIU 3ai/Ielb Ha CAalT ¢ HE3HAKOMOTI'O YCTPOMCTBA;

2. Wcnonb3yit ofiHOpa3oBele naposu. Ilociie mepexosa Ha yCUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He OyZeT yrpoKaTh OMACHOCTH KPaXKU MJIH MTepeXBaTa IJIATEXKHOTO ITapoJis;

3. Beibepu ciioxHbINM maposib. [IpecTymmHMKaM OyfeT He MPOCTO YraZaTh CJIOMKHBIN
napoJsib. HajiesxHble mapoJsiy - 3TO IapoJjid, KOTOpble cofiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, IUGPHl U HECKOJIHKO CHMBOJIOB,
TaKHe KaK 3HaK JloJutapa, PyHTa, BOCKIUIATEIbHBIN 3HAK U T.I. Hampumep, $tRONQ!;;

4. He BBOAY CBOM JINUHBIE JJAHHBIE HA CAWTaX, KOTOPBIM HE JIOBEPSEIIb.
AJIEeKTPOHHAaA MoYTa

DJIEKTPOHHAS IIOYTA - 3TO TEXHOJIOTUSA U MPENOCTABJISIEMbIE €10 YCJIYTH T10 IMEPECHIIIKE U
IIOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIe PACHPEAEsIAIOTCA B KOMIIBIOTEPHOU
cetu. OOBIYHO BJIEKTPOHHBIN ITOYTOBBIA SIIHK BBIIVIAJUT CJIEAYIONUM 00pa3oM:
UMs_TI0JIb30BATENA@UMs_oMeHa. Takke KpoMe mepeiauyu MPOCTOTO TEKCTa, MMEETCS
BO3MOXKHOCTbH TIepe/iaBaTh aiiyibl.

OCHOBHBIE COBETHI IO OE30MIACHOU PAabOTe C 3JIEKTPOHHOU ITOYTOM

1. Hayto BrIOpaTh MpaBUJIBHBIN ITOYTOBBIN CEPBUC. B MHTEpPHETE €CTH OTPOMHBINA BBIOOD
OecIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE JOBEPATH TEM, KOTO 3HAEIb U KTO
MEPBbIN B PEUTUHTE;

2. He yka3pIBail B JINYHOU mouTe JINYHYIO nHpopMaruio. Hanmpumep, jrydiine BhIOpaTh
"My3bIKaJIbHBIN_(paHaT@" mau "pok2013" BmecTo "Temal3";

3. Mcnosb3yil BYX3TANHYI0 aBTOPU3AIUI0. DTO KOT/Ia TIOMHMO apOJisi HY>KHO BBOJUTD
KO/JI, IpUChlIaeMbId 110 SMS;



4. Bpibepu CJIOKHBIN Maposib. JJIA KaKAOTO ITOYTOBOTO SIIHKA JOJDKEH OBITh CBOU
HaJIe>KHBIN, YCTOMUUBBIN K B3JI0MY I1apOJIb;

5. Eciu ecTh BO3MOXXKHOCTh HamMcaTh CaMOMY CBOUM JIMYHBIA BOIIPOC, HCIOJIB3YH 3Ty
BO3MOXKHOCTb;

6. Mcrmonp3yll HECKOJBKO IMOYTOBBIX ANIUKOB. [lepBbI Aj11 4aCTHON MEPENuCKU C
azipecaraMu, KOTOPBIM ThI JOBePsEIIb. DTO 3JIEKTPOHHBIN a/ipec He HAJI0 UCII0JIb30BaTh
IIpU peructpanuu Ha GopyMmax U caurtax;

7. He oTkpbIBail (ailibl U ApPyTHUe BJIOKEHHS B MHUChbMaX, JlayKe €CJIM OHH MPUIILIHA OT
TBOUX JIpy3el. JIydime yTOUHH y HUX, OTIIPABJISIN JIU OHU TeOe 5TU Dauibl;

8. Ilocie okoHuaHHUs pabOTHI HA MOYTOBOM CepBHCE IIepe]i 3aKPHITUEM BKJIAJIKH C
caToM He 3a0yap HaXKaTh Ha "BeriTu'".

Kuo6epOy/L/IMHT Wi BUPTyaJbHOE U3/1€BaTeJIbCTBO

KubepOy/utMHT - TIpecjieloBaHUE COOOIEHUSAMU, COAEPKAIIUMH OCKOpOJIEHU,
arpeccHio, 3allyTUBaHWE, XYyJUTAHCTBO, COIMAJIbHOE OOWUKOTHPOBAHUE C IIOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbI€e cOBETHI 10 60pbbE ¢ KUbepOyJIMHIOM:

1. He G6pocaiics B 601. Jlyummii cioco6: MocoBeTOBAThCA Kak ce0s BeCTU U, eCIU HET
TOT0, K KOMY MO>KHO O0OpPaTUThCS, TO BHAUaJIe YCIOKOUThCA. Eciiu Thl HAaUHEITb OTBEYaTh
O0CKOPOJIEHUAMU Ha OCKOPOJIEHU A, TO TOJIBKO ellle 60JIbIlle Pa30KiKellb KOH(MIINKT;

2. YupaBisy cBoel kubeppemnyraiuen;

3. AHOHUMHOCTh B ceTd MHHUMasA. CyIIecTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKAayHTOM;

4. He cTOUT BeCTH XyJIMTaHCKUM 00pa3 BUPTyaJIbHOU >KU3HU. VIHTEpHET pUKCUPYET BCe
TBOMU JIEVCTBUSA U COXpaHAET UX. YJIAIUTD UX OyZieT KpaliHe 3aTpy/IHUTEJIHHO;

5. CobJtr0/12#1 CBOIO BUPTYaIbHYIO YECTH CMOJIOAY;

6. UrHopupy¥l enuHudHbIM HeratuB. OpHOpa30Bble OCKOPOUTEbHBIE COOOIIEHUSA
JIydliie iTHOpUpoBaTh. OGBIYHO arpeccus IpeKpalaeTcsa Ha HAa4aJbHOU CTa/INu;

7. Ban arpeccopa. B nmporpammax o6MeHa MTHOBEHHBIMHU COOOIIEHUSIMH, B COITUATBHBIX
CETSIX eCTh BO3MOXKHOCTH OJIOKUPOBKHU OTIIPABKYU COOOIIEHUI C OIIPEe/IeJIEHHBIX aJIPECOB;

8. Eciu TBI cBuzerenb KubepOysuimHra. TBoOM JledcTBUA. BBICTYIIUTh IIPOTHUB
IpecjieJioBaTesisd, IMOKa3aTh €My, 4YTO €ro JeMCTBUSA OLIEHUBAIOTCA HEraTUBHO,
MO/AEPXKATH JKEPTBY, KOTOPOI HY>KHA IICUXOJIOTUYECKAs IOMOIIb, COOOLIUTH B3POCIBIM
0 ¢axTe arpeCcCUBHOTO IOBE/IEHUS B CETH.

MoouibHbIN TeaePOoH

CoBpemeHnHble cMapTGOHBI M IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBIN
(yHKIUOHAJ, ¥ Temepb OHM MOTYT KOHKYpPHPOBaThb CO CTaldOHAPHBIMU
koMmIibloTepamMu. OJTHAKO, CPECTB 3aIIUTHI JJIs MIOIOOHBIX YCTPOUCTB ITIOKA OUEHDb MAJIO.
TecTUpoBaHUE U MOUCK YSI3BUMOCTEN B HUX ITPOUCXO/IUT HE TaK MHTEHCUBHO, KaK JJIA
ITK, To ke caMoe KacaeTcss U MOOMIBHBIX ITPUJIOKEHHH.



CoBpemeHHbIE MOOUJIbHBIE Opay3epbl VyiKe IPAKTHUYECKH JIOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiiupeHne QyHKIIMOHAIA BIeUeT 32 COOOU OOJIBIIYIO CJI0KHOCTh U
MEHBIIIYIO 3aIUIIEHHOCTD.

Jlajiexo He Bce IPOU3BOJIUTENU BBIMYCKAIOT OOHOBJIEHNS, 3aKPhIBAIOIINE KPUTHUECKUE
YA3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 6€30T1aCHOCTH MOOMIBHOTO TesiedoHa:

Hwuuero He sABisieTcst mo-HacTosIeMy becriaTHbIM. Byib ocToposkeH, Beflb Korjia Tebe
IpeajaraloT OecrylaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIJIaTHBIE
YCIIyTH;

Hdymaii, npexzie yeM otnpaBuTh SMS, ¢doro wiau Buzeo. Tol TOUHO 3Haellb, I7ie OHU
OyZyT B KOHEUHOM UTOTE?

Heob6xoa1Mo 0OHOBJIATH ONEPAIIMOHHYIO CUCTEMY TBOETro cMapTdOHa;
Hcnosnp3yit aHTUBUPYCHBIE IIPOTPAMMBI JIJ1s1 MOOUJIBHBIX Tesle()OHOB;

He 3arpy»kaii nmpusiokeHUs OT HEU3BECTHOTO MCTOYHUKA, Be/lb OHU MOTYT COZEPKATh
BpeZIOHOCHOE ITPOrpaMMHOe o0ecrieyeHue;

ITocsie Toro Kak ThI BBIWJENIHb C CAlTa, I/I€ BBOJAWJI JIMYHYIO WHGpOPMAIUIO, 3al/IN B
HacTpoUKU Opaysepa U yaau cookies;

ITepnonnyecku poBepsAl, KaKye IUIaTHbIE YCJIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOI1 HOMep MOOMJIBHOTO TeslepOHA TOIBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIb U KOMY
Jl0Bepsellb;

Bluetooth moymkeH OBITH BBIKJIIOUEH, KOTZ[a Thl MM He IIOJIb3yelibcsa. He 3abbiBait
WHOT/Ia IIPOBEPSATH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAMH-UTPBI - 5TO KpPAaCOYHbIE, 3aXBaThIBAIOIIUE Ppa3BICYEHUS,
00beIUHSAIONINE COTHU THICSY YEJIOBEK 10 BceMy MUPY. VITPOKU HCCIIEyIOT JAHHBIH UM
MHp, OOIIAIOTCA APYT C APYrOM, BBINOJIHSIOT 33J]JaHHA, CPAKAIOTCA C MOHCTPAMHU U
MOJIyYalOT OIBIT. 3a YAOBOJIBCTBHE OHHU IUIATAT: IMOKYHAIOT JIHCK, OIUIAYUBAIOT
aOOHEMEHT WJIU TPUOOPETAIOT KAKHE-TO OIIIHNH.

Bce aTu cpezcTBa uAYT HaA MOJJEepKaHUWe U pa3BUTHE WUIPHI, a TaKXKe HA caMmy
0€30I1aCHOCTD: COBEPIIEHCTBYIOTCSA CUCTEMbBI aBTOPU3AINHY, BBIIYCKAIOTCA HOBBIE ITIATIU
(mudpoBble 3a1IaTKU AJ14 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HI)IX Uurpax CTOMUT OIIaCaTbCA HE CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpaxKH
TBOE€T0 I1apoOJId, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3alluU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 O€30IIaCHOCTH TBOETO HUI'DOBOTO aKKAayHTa.

1. Ecoiu ipyroii urpok BezeT cebs MI0X0 WM co3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€ero B CIIUCKe UTPOKOB;

2. llokasmyiica aAMHUHUCTPATOpaM Wrpbl Ha IJIOXO€ IIOBeZleHHe 5TOT0 UIPOKa,
JKeJIaTesIbHO IIPUJIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BU/IE CKPUHOB,



3. He ykazsIBaii imuHy10 nHGOpMAIUIO B mpodaiiyie Urpsl;
4. YBaxai Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopunaibHble TaTUYU U MOJIBL;

6. Mcrosip3yii c103KHbIE U Pa3HbIe TaPOJIH;

7. Jlaxke BO BpeMs UTPbl HE CTOUT OTKJIIOUATh aHTHUBHUpPYC. Iloka ThI Urpaemib, TBOU
KOMIIBIOTED MOTYT 3apa3UTh.

POUuIIVHT WIH Kpaxa UIHDbIX JaHHbIX

OOBIYHOU KparKeH JIeHer W JIOKYMEHTOB CETOJHsI YK€ HHKOTO He YIAUBHIIND, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKNA TI€PEMECTUINCh B UHTEPHET, U
MIPOIOJI>KAIOT 3aHUMATHCSA "JTIOOMMBIM" JIEJIOM.

Tak nosABUIaCch HOBasA Yrpo3a: UHTePHET-MOIIIeHHUYEeCTBa WK (PUIIMHT, TJIaBHAA LIeJIb
KOTOPOTO COCTOUT B TOJy4eHUM KOH(UJIEHIIUATbHBIX JAHHBIX II0JIb30BaTesied -
JIOTUHOB U mapoJieii. Ha anrnutickoMm s3bike phishing untaercs kak dumuHr (0T fishing
- ppIOHasA JI0BJIA, Password - TapoJb).

OcHOBHBIE COBETHI 10 60pbOE ¢ PUITTHTOM

1. Cnegu 3a cBoMM akKKayHTOM. Eciu Thl IOAO3peBaelllb, UTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HEOOX0AUMO 3a0JIOKUPOBATh €e U COOOIIUTH aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOXKHO CKODEE;

2. Ucnonp3yih Oe3omacHble BeO-calThl, B TOM 4YHCJIe, HHTEPHET-MarasuHoB U
TIOUCKOBBIX CHCTEM;

3. Ucnonb3yii coxkHbIE U pa3Hble mapos. Takum o6pasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOyMBIIIVIEHHUKH IIOJIy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY IIPO(MUIIIO B CeTH, a He KO
BCEM;

4. Ecnu Tebs B3JIOMaJIH, TO HEOOXOUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
7100aBJIeHbI Y TeOSA B JIPY3bAX, O TOM, YTO TeDOsl B3JIOMaJI U, BO3MOXKHO, OT TBOETO
MMeHH Oy/IeT pacchlIaThCs ClIaM U CChUTKH Ha (DUIITUHTOBBIE CAUTHI;

5. YcranoBu HaziexkHbIH maposib (PIN) Ha MOOMIBHBIN TestedOH;
6. OTrI0uU coOXpaHeHUe MapoJis B 6paysepe;

7. He oTkpbiBail dailsbl U ApyTHe BJIOXKEHUS B MUCHbMAaxX, Ja)kKe €C/IM OHU IPUIIUIN OT
TBOUX A[py3e. JIydllle yTOUHH y HUX, OTIIPABJISIIN JIK OHU Tebe 3TU haiibl.

IMudposBasa penyranusa

[Mudposas peryTtarus - 3TO HETATUBHAS WJIN MO3UTUBHASA WHMOpPMAIU B ceTH O Tebe.
Komnpomerupytomiasga nadopmanus, pa3MellleHHasd B UHTEpPHETe, MOXKeT Cepbe3HbIM
06pa3oM OTpa3uThCA HA TBOEH peanbHOU ku3HU. "lludposas pemyranusa” - 3To0 TBOU
UMUK, KOTOPBIY popMupyercsa us nadopmanuu o Tebe B UHTEPHETE.

TBOoe MecTO IKUTENbCTBA, Y4eObl, TBOe (HUHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTH
XapaKTepa U PacCKasbl O OJIM3KHUX - BCE STO HAKAIUINBAETCS B CETH.



MHor1e noAPOCTKY JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIIMY TMIHOU HHMOpMAITUH B
HNuTepHeTe, He MOHUMASA BO3MOKHBIX MOCIeACTBUI. ThI 1a’ke HE CMOXKEIIb JIOTaJaThCs
o ToM, u4TO oTtorpadus, pasMelleHHas 5 JieT Ha3aJl, cTajia IPUIUHON OTKa3a IPUHSATH
TeOs Ha paboTy.

Kommentapuu, pasMmemeHue TBoux ¢ororpaduii um apyrue JIeMcTBUS MOTYT He
HCUE3HYTh JlaJKe I0cjIe TOTO, KaK Thl UX yAalIuilib. Thl He 3Haelllb, KTO COXPAHUJI 3TY
vHdopManyoo, momnajga JU OHA B IIOMCKOBBIE CHUCTEMbl M COXpAaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAaT O Tebe OKpy:Karollue JII0/IU, KOTOpble HAUAYT U YBUJAAT 3TO.
Haiitu nHGOpMAaLUIO0 MHOTO JIET CILyCTS CMOXKET JII0001 - KaK U3 JI00pbIX MOOYKAEeHUH,
TaK U ¢ HAMEPEeHUEM IIPUUNHUTD BPeJl. ITO MOKET OBITh KTO YT'O/THO.

OcHOBHBI€ COBETHI 110 3a1UTe NUPPOBOI pelyTarluu:

1. Ilogymatii, mpek/ie ueM 4TO-TO IIyOJIMKOBAaTh U IlepeflaBaTh y cebsA B OJiore Wid B
COLIMAJIbHOU CeTH;

2. B HacTpolikax npodusisd ycTaHOBU OrPaHUYEHUS Ha IPOCMOTP TBOero nNpodusis U ero
COZIEP>KUMOTO0, C/lesIal ero TOJIbKO "I Apy3ei”;

3. He pazmemiaii u He ykaspiBail ”HPOPMAIUIO, KOTOPasA MOKET KOr0-IN00 OCKOPOJIATh
WU OOUIKaTh.

ABTOpCKOE IPAaBO

CoBpeMeHHble IIKOJBHUKHN - AaKTHUBHBIE II0JIb30BAaTEIU LU(PPOBOTO IIPOCTPAHCTBA.
OpHako pJajseko He Bce 3HAKT, YTO II0JIb30BAHWE MHOTHMMH BO3MOXKHOCTSAMU
nudpoBoro Mmupa Tpedyer coOTI0IEHNS TPAB HA UHTEJUIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMuH "UHTEJUIEKTyaJbHAasA COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUIM
YeJI0BEUECKOT0 yMa, HauMHAsg C HOBBIX H300peTeHUN U 3HAKOB, 0003HAYAIOIIUX
coOCTBEHHOCTh Ha MPOAYKTHI W YCJIYTHM, W 3aKaHUMBasgA KHUTaMU, QoTorpadusamu,
KUHO(UIBMaMHU U My3bIKaJIbHBIMU IIPON3Be/ICHUAMU.

ABTOpCKUeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BeeHUSA
HAyKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKUE IIpaBa BBICTYNAIOT B KauecTBe TapaHTUHN
TOTO, YTO HHTEJIJIEKTYaIbHBIN /TBOPUYECKUH TPY/] aBTOpa He OyZIeT HAalIpaCHbIM, 1aCT My
CIpaBe/IiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyAa, MOIYyUYUTh
WM3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3pelieHus: aBTOpa HE MOKET BOCIIPOU3BOIUTD
ero IIpou3BeJleHHe, PpacHpOCTPAHATh, IyOJUYHO JEeMOHCTPUPOBATh, IIPOJABAaTh,
MMIOPTUPOBATh, IMyCKAaTh B IPOKAT, IMyOJUYHO UCIOJTHATH, IOKA3bIBATh/UCIOJHATH B
a¢upe unu pazmemars B VIHTepHeTe.

Vcnosip30oBaHue "MHUPATCKOTO" MpPOrpaMMHOrO obecredeHUs MOKET IPUBECTU K
MHOTUM pHCKaM: OT HOTepPU JAHHBIX K TBOUM aKKayHTaM A0 OJIOKUDOBKU TBOErO
YCTPOMCTBA, T7e YCTAHOBJIEHA HeJlerasabHas mporpamMma. He crout takxke 3a0bIBaTh, UTO
CYIIECTBYIOT JIeTaJIbHbIE U OeCIIaTHbIE TPOTPAMMBI, KOTOPBIE MOKHO HAWTHU B CETH.

O nmopraJe

CereBU4OK.pp - TBOM TIJIaBHBIM COBETYHMK B CeTH. 37ech Thl MOXeIIb Y3HAaTh O
0e30IacHOCTH B CETU TOHATHBIM M JIOCTYIHBIM SA3BIKOM, a NP BO3HUKHOBEHHUU
KPUTUYECKOU CUTyalluu OOpaTUThCA 3a COBETOM. A TakKe IPUHATH y4YacTHE B
KOHKYPCax U CTaTh caMbIM IU(PPOBHIM rpak/laHUuHOM!
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